Exception-c hain Analysis: Revealing Exception Handling
Architecture in Java Server Applications

ABSTRACT

Widespreadisageof independentlydevelopedCOTS components
or frameaworks facilitatesconstructionof large software systems,
but complicateghe taskof ensuringtheir availability, becausesr-
ror recovery code often spanscomponents. Existing exception-
ow analysesof varying precision, nd only single links in ary
exceptionpropagatiorpath. Therefore,althoughit is commonin
large Java programsto rethiow exceptions theseanalysesare un-
able to identify thesemultiple-link exception propagationpaths.
This paperpresentsa new static analysisthat computeschainsof
semantically-relateéxception- ow links, andthusreportsanen-
tire exceptionpropagatiorpath, insteadof just discretesggments
of it. Thesechainscanbe usedl) to shav the error handlingar
chitectureof a systemacrosscomponentsand therebyto reveal
non-trivial exception- ow pathsin real programs_2) to assesshe
vulnerability of a single componentand the whole system,3) to
supportbettertestingof errorrecovery code,and4) to facilitatethe
tracingof theroot causeof a problem,if recovery codefails. Em-
pirical ndings andacasehistoryfor Tomcatshav thatasigni cant
portion of the chainsfoundin our benchmarkspanmultiple com-
ponentsandthusaredif cult, if notimpossibleto nd manually
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1. INTRODUCTION

Today a wide rangeof applications- suchason-line auctions,
instantmessaginggrid-basedveathemprediction— aredesignedhs
web services Theseserviceshave large numbersof userswho de-
mandreliability from thesecommonlyusedcodes. To be ableto
survive in today's highly competitve market, the serviceproviders
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mustmeettwo con icting challengesimultaneouslyhow to con-
stantly provide new functionality while, moreimportantly main-
taining high performanceandavailability.

Currentdevelopmentsn languagalesignandsoftwareengineer
ing male it easierto reuseexisting piecesof softwareto build large
systemsor to addfunctionality However, the penasive usageof
separatelylevelopedcomponentsomplicateshetaskof achieving
high availability. — 1+~ —for theentiresystem* Avail-
ability canbe enhancedy providing propererror recovery mech-
anismsin the program(i.e., increasingM T T F), andfacilitating
quick problemdiagnosiswhenautomaticrecovery is not possible
(i.e.,decreasing/ T TR). Unfortunatelymostcomponentarenot
designedo meetspeci c error handlingrequirementdor a given
systemwith its deployment ervironment. The systemintegrator
facesthe dif cult taskof evaluatingthe robustnessf the compo-
nentsandtheir tness in a speci ¢ systemcon guration. What's
more, if a problemdoesoccur it is very hardto tracebackto its
root causedueto thelimited knovledgeaboutthe components.

The Java programminglanguageprovides a program-leel ex-
ceptionhandlingmechanisnfor responseo error conditionsthat
occurduring programexecution. This mechanismhelpsseparate
exceptionhandlingcodefrom codethat implementsnormal sys-
tem behaior. Exceptionhandling code might seemto provide
a good starting point for codeinspectionto ensuresystemavail-
ability. However in our benchmarksexceptionhandlingcodethat
dealswith certainkindsof faultsis widely scatteredverthewhole
program,andis mixedwith otherexceptionhandlingcode,or even
irrelevant code, makingit hardto understandhe behaior of the
programundercertainsystenfault conditions.

Thereareseveralcompile-timeprogramanalyse®f varyingpre-
cision[7, 9, 17]thatcanbeusedto nd theexception o win aJava
program(i.e., programpathsfrom a throw statemento its cor
respondingcatch clause). With the resultsof theseanalysesa
programmecanaskwhatarethekindsof exceptionsand/ortheset
of throw statementshatcanreachagivenprogrampoint.

But in component-baseslystemsgxception o w spanningdif-
ferentcomponentsftenis manifestaschainsof exceptionthrow s
andcatch s, insteadof a singleexception- ow link. Althoughin-
dividual exception- ow links canbe obtainedwith relatively high
precision,eachlink is only a discretesegmentof the entireexcep-
tion propagatiorpath. Thereforejts utility in the discovery of the
exceptionhandlingstructureof thewholesystemor in tracingback
to the root causeof a loggedproblemof interest,is limited. In
this paperwe proposea new compile-timeanalysisthatcomputes
chainsof exception- ow links.

The contrikutionsof this paperare:

'HereMTTFmeansvieanTime To FailureandMTTRmeansViean
Time To Recwery.



Designof a nev compile-timeException-bain analysisto
constructchainsof exception- ow links whosecorrespond-
ing exceptionobjectsaresemantically-relatedTlhis analysis
relieson a new intraproceduraHandlerinspectionanalysis
thatidenti es catch clauseghateitherrethrov the sameex-
ceptionobjectand/orextractinformationfrom anincoming
exceptionobject and storethat informationinto a new ex-
ceptionobjectwhich is subsequentlyhrown. The resultsof
Handlerinspectioncanbeusedto identify relatedexception-
o w links andcombinetheminto chainsandalsocanbeused
to rank the quality of catch clausesandto supportbetter
testingof errorhandlingcode.

De nition of a servicedependencgraph a graphicalde-
piction of exception o w betweersystemcomponentsThis
graphis obtainedfrom the exception- ow chainsby abstrac-
tion; only intercomponentdgesof the chainsare shawn.
This graphcanaid diagnosisof problems(e.qg.,to facilitate
tracingthe root causeof a problemafter a failed recosery)
by reportinginformation that is very dif cult to obtain by
manualinspection.

Empirical study of our methodologyusing several Jaa
sener applications,including a case history for Tomcat,
demonstratinghe potentialusesof theanalysisresults:(i) to
revealthe high-level architectureof the errorhandlingcode,
(i) to constructa non-trivial servicedependencegraph of
componentsand (ii) to assesghe vulnerability of certain
componentsiswell asthewholesystemunderdifferentcon-
ditions.

Overview. Therestof this paperis organizedasfollows. In Sec-
tion 2 we describeexisting staticanddynamicanalysedor nding
exception- ow information, as well as otherrelatedwork. Sec-
tion 3 reviews the analysisintroducedin Fu et. al's work [7], on
which our new analysiss basedandthenmotivatesour new anal-
ysis. In Sections4 and5 respectiely, we introduceour Handler
inspectionanalysis,and then discuss ndings from our experi-
ments.Finally, we presenbur conclusions.

2. RELATED WORK

Therehasbeenmuch previous researchn static and dynamic
analyseso discover exception- ows in programsandto cateyorize
andevaluateexceptionhandlers.Staticanalysesre performedat
compiletime andthusdo not have accesdo executiondataabout
the program. Staticanalysesare designedo be safe which intu-
itively meanghatthey correctlysummarizeprogrambehaior over
all possibleexecutiond12]. Becauseahey arenecessarilyapprox-
imate [12], staticanalysesmay reportspuriousinformation, nor
mally referredto asfalse positives If a staticanalysisis unsafe
thenit may misssomeprogrambehaiors andtheir consequences,
resultingin falsenegatives(i.e., incompletedata ow information).

In contrast,dynamicanalysesare basedon run-time datacol-
lectedfrom a setof obsered programexecutions. Usually dy-
namicanalysesare exact (i.e., without falsepositives), but unsafe
in thatwe cannotmodelall possibleprogrambehaiors usingonly
a setof obsered behaiors. In this section,we will discussonly
themostrelevantresearchiesultsin eachof theseareas.

2.1 Static Exception-Flow Analysis

Thereareseveralexisting staticexception- ow analysegor Java
thatvary in their precision. Their basicideais similar: An opera-
tion thatcanthrow aparticularexceptionis treatedasa sourceof an
abstraciobjectthatis propagatedlongreversecontrol- ow paths
to possiblehandlerg(i.e., catch  blocks),andthusexception- ow
links arediscovered.Dueto the commoninterprocedurahatureof

exceptionhandling, much of this propagatiorhappensalong call
grapt edgesin thereversedirectionof execution o w. Thus,how
interproceduratontrol- ow is approximatedietermineshe preci-
sionof thesetechniques.

Joet.al [9] presentaninterproceduraset-base@dxception- ow
analysispnly checled exceptionsareanalyzed Experimentshav
thatthisis moreaccuratehananintraprocedurajavacstyleanaly-
sison a setof benchmarks ve of which containmorethan1000
methods. Robillard et. al [17] describea data ow analysisthat
propagatedoth checled anduncheckd exceptiontypesinterpro-
cedurally Eachof thesetechniqueshandlesa large subsetof the
Jaralanguageput makesthe choiceto omit or approximatesome
constructs(e.g., static initializers, nallys). Theseanalysesuse
classhierarchyanalysisto constructcall graphsthat aretherefore
veryimprecis€[6, 4].

Another analysisof programscontaining exception handling
constructg21] calculatescontrol dependences the presencef
implicitly checled exceptionsin Java. This analysisfocuseson
de ning anew interprocedurabrogranrepresentatiothatexposes
exceptionalcontrol o w in usercode. In a morerecenttechnical
report[22], Sinhaet. al presentaninterproceduraprogramrepre-
sentationwhich more accuratelyembedsthe possibleintraproce-
duralcontrol o w throughexceptionconstructgi.e.,try sgcatch s
andfinally  s). Classhierarchyanalysisis usedto constructthe
call edgesin this representation.An exception- ow analysisis
de ned by propagationof exceptiontypeson this representation
to calculatelinks betweerexplicitly thrown checled exceptionsin
usercodeandtheir possiblehandlers.

Fu et. al [7] build their exception- ow analysisparameterized
by the choiceof call graphconstructor: classhierarchyanalysis
(CHA), rapid type analysis(RTA) [4], or eld-sensitive context-
insensitve points-toanalysis(PTA) [18, 10]. Experimentsshav
thatmorethan85%of thefalsepositive exception- ow links found
in the relatively large benchmarksvhen CHA is usedcanbe re-
moved by simply switchingto the PTA call graphconstructar Fu
et. al alsoproposeda schemaof Itering algorithmsthat usedata
unreachabilityto prove the infeasibility of certaincall chains.This

Itering further reducesthe numberof false positives by around
50%in theirrelatively largebenchmarksA framework for def-use
testingof exceptionhandlingis de ned basedon the abore anal-
ysis, which usesanalysis-guidedault injection to drive program
executioninto the exception- ow links in orderto obsere the er
ror recovery behaior of the systemundervariousfault conditions.
Thetestingresultsprovide an upperboundon the numberof false
positivesproducedby the staticanalysis(i.e., exception- ow links
that are not actually coveredby a test). Our analysisis built on
this approact7] whoseanalysisalgorithmsarebrie y reviewedin
Section3.

Limitations. Unfortunately althoughall of thesestaticanalysis
identify individual exception- ow links, noneof themdiscoverthe
possiblesemantiaelationsbetweerthesdinks, inducedby shared
exceptionobjectsor exceptiondata. Thesesemanticrelationsare
thefocusof ouranalysispresentedhere.

2.2 Dynamic Exception-Flow Analysis

A dynamicanalysisof exception- ow is presentecby Candea
et. al in their work on AutomaticFailure-Rath Inference[5]. This
approachdiscorersexceptionspropagate@crosshe boundarief
componentgi.e., bean/servlet/JSPFor eachmethodof a newly
loadedcomponentthe analysisparsesthe throws clausein the
methoddeclaratiorto obtainthe setof all the exceptiontypesthat

2A call graph depictsthe methodcall structureof a program. Its
nodesarethe methodsandits edgesthe possiblecalls[1].



may bethrown by thatmethod plus possibleuncheckd exception
types.Eachtime themethodis invoked,anev exceptiontypefrom
the setis picked and thrown. If that exceptioncausedailure of
someothercomponentanedgefrom the exceptionthrowing com-
ponentto the failed components addedto a graphknown as a
failure mapthattracksinter-componenexception- ow. Although
in generaldynamicanalysisdoesnot producefalsepositives, this
approachdoes,becausehe exceptiontypeslisted in the throws
clauseof a Java methodare requiredto containall the typesthat
the methodreally canthron. Often the typeslisted are actually
supertypegor supersetspf what canbe thrown (e.g.,dueto sub-
sumption). What's more, a methoddeclaringthatit throws some
typeof exceptionis verylikely to bejusta propagatoof theexcep-
tion, ratherthantheorigin of thethrow .

Limitations. Exception- ow links derived usingthis technique
may be incompletebecausehey startat arbitrary methods(e.g.,
missingthechainorigin). Thefailuremapshavs only uncorrelated
inter-componenexception- ow edges.Thus,aprogrammetrying
to locatean exceptioncausemay have insufcient informationto
succeed.

2.3 Catch ClauseCategorization

ReimerandSrinivasan[15] presentlist of actualexceptionus-
ageissuesobsered in large J2EEapplicationsthat that have hin-
deredthe maintainabilityand serviceabilityof theseapplications.
Theseissuesncludeswallowed exceptions® usinga singlecatch
for multiple exceptions,and placinga handlertoo far away from
the sourceof the exception.Unfortunately theunderlyinganalysis
is notdiscussedh thepaper Datatablesshaw thatthey did not nd
ary handlemwith exceptionrethraws, a nding in con ict with our
empiricaldata(seeSection5s).

Sinhaet.al [23] proposedtool thatasoneof its functionswould
visualizeexceptionanomaliessimilar to thosede ned in [15], by
usingthe staticexception- ow analysismentionedabore [21]. It is
not clearhow exceptionsthrown within the Java JDK librariesare
accountedor in theirwork; theempiricaldatareportedor checled
exceptionsshaws their usages very sparseanddoesnot seemto
include exceptionsthrown by the Java librariesand caughtby the
application. Thesefactorsraiseseriousquestionsaboutthe prac-
ticality and scalability of the analysisand thus, the utility of the
proposedool.

3. BACKGROUND

Becauseur Handlerinspectionanalysids built onthe analysis
in [7], herewe brie y review thatanalysisandgive intuition about
its mainconceptsThen,we discusswhy this approachs not suf-
cientto revealthe exceptionhandlingarchitectureof acomponent-
basedsystem.

3.1 Exception Analysis Framework

In a Jara program,eachfault-sensitre operation(e.g.,a call to
a native methodfrom the JDK to readfrom disk) may producean
exceptionthatreachesomesubsebf theprogramScatch  blocks.
An exception-cath (e-c)link is de ned asfollows:

De nition ((e-clink):): GivenasetP of fault-sensitie operations
that may produceexceptions,and a setC of catch blocksin a

program,we saythereis an e-clink(p;c)[7] betweernp 2 P and

c 2 C if pmaytriggerc; we saythatagivene-clink is experienced
in asetof testsT , if p actuallytransferscontrolto c by throwing an

exceptionduringatestin T.

3An exceptionis swallowedf no useis madeof the exceptionob-
jectin thecatch clause.

The two passstatic analysisalgorithm in [7], comprisedof
Exception- owandDataReab analysis,nds thepossiblee-clinks
in aJava program.Exception- owis adata ow analysisde ned on
the programcall graph. Eachp 2 P is propagatedilongthe call
edgesin the reversedirection until sometry-catch block ¢ is
metthatencloseghe call site andcatcheghe exceptionthrovn by
p; thusane-clink (p; ) is recorded.

void readFile(FilelnputStream ){
byte[] buffer = new byte[256];
try{
InputStream  fsrc=new  BufferedInputStream(f);

for (...)
¢ = fsrc.read(buffer);
}catch  (IOException ef

}
void readNet(Socket s){
byte[] buffer = new byte[256];
try{
InputStream
InputStream
for (...)
¢ = ssrc.read(buffer);

n =s.getlnputStream();
ssrc=new BufferedInputStream(n);

Jcatch  (IOException ef{ ..}
Figure 1: CodeExamplefor Java I/O Usage
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Figure2: Call Graph for Java l/O Usage

It is ohbvious thatthe precisionof Exception- owanalysisis af-
fectedby theprecisionof thecall graph.Butin practiceevenuseof
a very precisecall graphconstructomay introducemary infeasi-
ble e-clinks. Figure 1 is an exampleof typical usesof the Java
/0 packages. Figure 2 illustratesthe resultsof Exception- ow
analysisbasedon a fairly precisecall graphof codein Figure 1:
both fault-sensitie operationsDSK_READ and NET_READ can
be propagatedo thetry blocksin readFile  andreadNet , re-
sultingin 4 e-clinks. But by readingthe codewe canseethattwo
of thereportede-clinks (DSK_READ, catch in readFile ) and
(NET_READ, catch inreadNet ) areinfeasible.

A secondpassltering analysisDataReah, reduceghenumber
of infeasiblee-clinks producedyy Exception- owanalysis.Thein-
tuition is to usedatareachability obtainedusingpoints-toanalysis,
to con rm control- ow reachability For example,continuingwith
Figure 1, if the goal is to prove SocketinputStream.read()
is not reachablefrom the call site fsrc.read() in method
readFile ,thefollowing evidenceis sufcient: duringthelifetime
of thecall fsrc.read() , o objectof type SocketinputStream
may be either loaded from ary static/instanceeld of some
class/objectnor may be createdby a new statement. Thus, the
infeasibility of the e-clink from SocketinputStream.read() to
thecatch blockin readFile is proved. In general,DataReab
triesto prove theinfeasibility of eache-clink outputby Exception-
ow analysis,andonly outputsthosethatit cannotprove to bein-
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Figure 3: Exception def-useTesting Framework

feasible.

Figure3 shaws the organizatiorof the automaticexception- ow
testingsystemin [7]. Thetwo passstaticanalysisdescribecabore
calculateshe possiblee-clinks for a program.The dynamicanal-
ysismonitorsprogramexecution,callsfor thefaultinjectorto trig-
geranexceptionat anappropriatg¢ime, andrecordstestcoverage.
The compileruseghe setof e-clinks to identify whereto placein-
strumentationthatwill communicatevith thefaultinjectionengine
duringexecution.Thiscommunicatiorwill requestheinjectionof
a particularfault whenexecutionreacheshetry-catch  block of
ane-clink. Theinjectedfaultwill causeanexceptionto bethrown
upon executionof the fault-sensitie operationof the e-clink. In
the currentsystemP is selectedo containall the native methods
in JDK library thatdo network or disk 1/0 becausd..) I/O excep-
tions arethe mostfrequentand mostimportantexceptionsin web
servicesand?2.) the currentimplementatiorof the fault injection
framework is limited.

The compileralsoinstrumentghe codeto recordthe execution
of thecorrespondingatch block. Thetesterrunstheprogramand
gathergthe experiencede-c links from eachrun. Thetestinggoal
is to drive the programinto differentpartsof the codesothatfault
injection canhelp exerciseall the e-clinks foundin the program.
Finally, thetestharnessalculategheoverall coveragenformation
for this testsuite: experiencecde-clinks vs. possiblee-clinks.

3.2 Rethrow of a Caught Exception

Theabove analysiscanbe usedto revealthe exceptionpropaga-
tion pathsin a Java program(i.e., throw , catch pairswith chains
of callsbetweenthem)with relatively high precision.Our rst at-
temptwasto build a graphout of thesepathsto review the overall
exceptionhandlingstructureof the whole system. But we found
thatthe previousanalysiscannotcapturethebehaior of oneof the
commonpracticesin exceptionhandling— rethrav of caughtex-
ceptionsusuallyin thecatch clause.

Sheng mentionsthe following as “some of the generallyac-
ceptedprinciplesof exceptionhandling”in [20]:

1. If youcant handleanexception,don't catchit.

2. If youcatchanexception,don't swallow it.

3. Catchanexceptionascloseaspossibleto its source.

4. Log an exceptionwhereyou catchit, unlessyou plan to

rethraw it.

Reimerand Srinivasan[15] also point out that a “large distance
betweerthrow andcatch”maymale detuggingmoredif cult. But
point 1 is obviously in con ict with Point3. So sometimest is
betterto catchanexception,addmorecontetualinformation(e.g.,
maybeby encapsulatinghe existing exceptionobjectwithin anewv
exceptionobject)andrethrav. Additionally, asstatedin the Java
JDK Library API Speci cation [25], in multi-layeredsystemsif
an operationon the upperlayer fails dueto a failure in the lower
layer, letting the exceptionfrom thelower layerpropagateutward
could exposethe implementatiordetail betweenayers. Doing so

breaksencapsulatiomswell astiesthe API of the upperlayerto
thisimplementation.Soit is necessaryo wrap the exceptionwith
anew one(i.e.,in aninstanceof anew exceptiontype providing a
higherlevel of abstractionjpndrethraw.

catch (Exception ex)
{
throw new java.sgl.SQLException(
"Cannot connect to MySQL server: "+
ex.getClass().getName(), "08S01");
}

Figure 4: Caught Exception Rethrow Example

Figure4 shaws a catch clausethatis slightly simpli ed from
a real one found in MySQL Connector/J2.0.14[14] — a native
Java driver that corverts JDBC (i.e., Java DatabaseConnectyity)
callsinto the network protocolusedby the MySQL databaseThis
catch clauseextractssomeinformationfrom the caughtexception
(i.e., the exceptionclassname),constructsa nev exceptionbased
onthatinformationandrethravs it.*

In Java, anexceptionobjectcontainsa snapshobf theexecution
stackof its threadat the time it was created. In the handlerin
Figure 4, the new exceptionobjectonly containsthe classname
of theold one. Thuspartof the executionstack— from the method
wheretheold exceptionwascreatedo theonebeforetheenclosing
methodof thishandleris lost. As analternatve, enclosingheold
exceptionobjectinto a new objectcanpresere the opportunityto
reconstructhewholestackif someproblemoccursatruntime.But
asmentionedin [15], it is not alwaysa goodideato keepall the
stackinformation. During aload suge, if we try to log the entire
stackin the nal handlerit maydoasmuchharmasgood,because
with systemresourceslreadyvery low, they maynotbesufcient
to allow thetaskto complete.

An exceptionrethraw, althoughdesirableor variousreasonsgli-
videsthe exception o w from the original throw to the nal han-
dlerinto multiple segments.Existing exception- ow analysexan-
notconnecthesecloselyrelatede-clinksinto achain,whichmales
it dif cult to tracebackto the root causeof the exceptiongiven
its nal handler Becausaeconstructinghe whole stackin the -
nal handleris not always possible(or desirable),an programmer
trying to diagnoseandrepaira systemdegradation(or crash)may
have very limited informationto aid in determiningthe sourceof
the problem. What's more,if the actualexception o w is a chain
spanningmary software layersin the system,the testingframe-
work in [7] is limited to exploring only individual sggmentsof this
chain.

In the next sectionwe will presentan analysisthat automati-
cally identi es casesf exceptionrethrav. With this analysis,we
canreconstructheexception- ow sggmentsinto e-cchains chains
startingfrom the original throw andendingin the nal catch . In
our experimentswve foundthatmary of thesee-cchainsspanmul-
tiple components.Thus, this analysisinformation can be usedto
illustrate exception o w betweencomponentsgiving an estimate
of thevulnembility of certaincomponentandshaving the service
dependenceelationsbetweencomponentgseeSection5). These
canbe helpful for programmersvho needto understandhe over
all fault-handlingbehaior of component-basegrograms.During
systemdiagnosismoredetailedinformation, (e.g.,e-clinks, their
interconnectionghecorrespondingall chains)canbeprovidedto

4In ourremainingdiscussionsyewill usethetermrethrowto refer
to athrow within thecatch clause(i) of theincomingexception
objector (ii) of anew exceptionobjectcontainingsemantianfor-
mationfrom theincomingexceptionobject.



the programmetto aid in problemlocalization. Sinceall this in-

formationis obtainedusingstaticanalysisnorun-timeoverheads

imposedon the system.In addition, usingthe fault-injectiontest-
ing approachin [7], the quality of therecovery codecanbetested
in adwanceof installingthe web-servicepplication.

4. E-C CHAIN ANALYSIS

Handler-inspection analysis. We have argued that exception
rethrav is adesirabledesignfor recosery codein modularsystems.
Neverthelesdt addsdif culty to problemdiagnosisaandto theauto-
maticinferenceof the exceptionhandlingstructure.Becausemost
rethravs happerinsideacatch clausewe candesignalocal(i.e.,
intraproceduralprogramanalysisthat parsesthe codeinside the
catch clauseautomaticallyto determinevhetheror notthecaught
exceptionis rethravn, or anew relatedexceptionis rethravn within
the catch clause.The basicideais to determinehow the caught
exceptionobjectis used.

rl .= @caughtexception;
r2 2\new java.sqgl.SQLException;

r5 =rl.getClass();

6 %l\mmeg))x

r7=Qz:§ppend(r ;
18 = ZoSting)

10 rz.%r& 8S01");

11 throw rZ;

Figure5: Exception Rethrow BytecodeRepresentation
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Whenthe Jara codeshavn in Figure4 is translatedo bytecode,
eachstatementn the sourcecodewill be broken down into mul-
tiple simple bytecodes.A Java bytecodeanalysistool cantrans-
lated thesebytecodesnto the sequencef expressionstatements
shavn in Figure5 to facilitate further analysisand optimization.
We are using Soot [19] for this translation. In the translation,
@caughtexception  representshereferenceo the caughtexcep-
tioninthecatch clauseand<init> signalsacall to aconstructar

Eacharrov shawvn in Figure5 goesfrom astatementhatde nes
avariableto astatemenivherethatvariableis used thatis adef-use
link. Intraprocedurateaching-de nitiong[1] is a classicdata ow
analysisthat can producedef-uselinks for all the variablesin a
givenmethod.By following thesedef-usdinks we canseethatthe
statement$ and7 extracta string (r6 ) from the caughtexception
(r1). Thenanotherstring (r8 ) is constructedrom r6 and some
othertext. Finally in statement0,r8 is usedasanagumentof the
constructof anotherexception(r2 ) thatis rethravn in statement
11.

This processof variableusagetracing can be automated.Fig-
ure 6 shaws the algorithmthat tracesthe usageof caughtexcep-
tions intraprocedurally The algorithm males the following as-
sumptions:First, the rst statemenbf a catch clauseis consid-
eredto be a pseudo-de nitionstatementhat initializes the refer
encevariablepointingto the caughtexception. Seconda function
find _all _uses isimplementedhattakestwo parametersa vari-
ableanda statementhatde nes the variable,andreturnsa setof
statementthatusethatvariable® A variableis consideredo bede-
ned only whenit appearson the left-hand-sideof an assignment

5The rst assumptioris satis ed by the way Java bytecodeis de-
ned [11] andthe way they aretranslatednto Sootinternalrepre-

1 Initialize worklist to beempty;

2 add(ref_to_caught pseudodef_statementjo worklist;
3 mark(refto_caughtpseudadef statementprocessed;
4 while worklist notempty

5 (ref, stmt) = worklist.remwe_ rst();

6 usestatements nd _all_uses(refstmt);

7 for eachstatemenin usestatements

8 for eachdefref in statement

9 if (defrefislocalvariable)

10 if ((def_ref, statement)s notprocessed)
11 addstatemeninto worklist;

12 mark (def_ref, statementprocessed;

13 endfor

14 if statemenincludescall to othermethod

15 andref is usedasparameteor recever

16 report“Call OtherMethod”;

17 switchkind of statement:

18 caseassignstatement:

19 if (assigndestinatioris eld or arrayreference)
20 report“Storeinto Field/Array”

21 caseeturn  statement:

22 report“ExceptionObjectReturned”

23 casethrow statement:

24 report“Rethron”

25 endswitch

26 endfor

27 endwhile

Figure 6: Handler-inspectionAnalysis Algorithm

operator As a consequencef choosingto do alocal analysiswe

malke conserative assumptionat methodcalls;thatis, atamethod
invocation thereceverandall theactualparameterareconsidered
to bede nedby thecall statement.

In Figure 6, the loop from line 4 to 27 triesto nd statements
wherethe referenceto the caughtexceptionis used. Lines 8 to
13 sayif the referencevariableis usedin a statementhatde nes
anothervariable, keeptracing usageof the latter variable. This
makessurethatwe keeptracingthe usageof informationextracted
or constructedrom the caughtexception,suchasrs , 16 , r7 and
r8 in Figure5. Lines 10 to 12 ensurethat a statemenbnly will
be processeance,so thatthe main loop terminates.Lines 14 to
25 containprocessingdor differentkinds of statementypesrefer
ring to thereferencevariable.For example,it reportsthatthis han-
dler rethravs the exception,if ary of theprocessedtatementss a
throw statemen{Line 23). Note thatto keepour analysislocal,
the algorithm doesnot traceexceptionchainsinvolving the refer
encevariablebeingpassednto anothemethod(Line 14), or being
storedinto some eld or array(Line 19), or beingreturnedto the
caller(Line 21). This algorithmdesignchoicemeanghatthe anal-
ysismaymisssomeactualrethraws (i.e., allow falsenegatives).

E-c chain construction. Both Handlerinspectionanalysisandthe
Exception- owanalysisn [7] areimplementedn Soot,butthey are
notdependenbneachother Exception- owanalysigproducesset
of e-clinks(p; ). At thesameimetheHandlerinspectioranalysis
canparseall thecatch clausedo nd all theinterconnectingpoints
(c;p) wherepisathrow statemenin catch clausec thatrethrovs
anexception.RecallthatSootincludesanintraprocedurateaching

sentation.The secondfunctionrelieson the def-useanalysispro-
videdby Soot[19].



de nition analysisthat provideslocal def-uselinks. We modi ed
it to t our needsby assumingeachreferenceparametemay be
modi ed in amethodinvocation.

After obtaining both e-c links and interconnectingpoints it
is easyto constructe-c chains (p;c; p;c; p; c:::) representinghe
propagatiorpathof a setof exceptionsresultingfrom singleerror
condition.An e-cchainsconstructois implementedhatbuilds e-c
chainsautomaticallyby matchingcatch clausesandthrow state-
mentsfrom e-clinks andinterconnectingpoints

5. EMPIRICAL RESULTS

In thissectionwe reportourempirical ndings anddiscussacase
history from our experimentswhosegoal wasto demonstratehe
effectivenessf our methodology The casehistory aboutTomcat
demonstratethecompleity andtheinter-componenhatureof the
e-cchainsdeterminecby our analysis.

5.1 Experimental setup& benchmarks

We implementedhe analysisin the Java analysisandtransfor
mationframevork Soot[19] version2.0.1,usinga 2.8 GHz P-IV
PC with Linux 2.6.12andthe SUN JVM 1.3.108. We used ve
Jaraapplicationsasour benchmarks:

Muf n, aweb ltering proxysener[13].

SpecJVM,a standardbenchmarksuite [24] that measures
performanceof Java virtual machine especiallyfor running
clientsideJava programs.

VMark, a Java sener side performancebenchmark. It is
basedon \wlanoChat[26] — a web basedchatsener. The
benchmarkncludesthe chatsener andsimulatedclient.
Tomcat, a Java servlet sener from the Apade Softwae
Foundation version3.3.1[3]. The servletsapplicationrun-
ning on top of Tomcatis an online auctionservicemodeled
after EBay — part of the DynaSerer project [16] at Rice
University  This applicationcommunicatesvith MySQL
databaseisingMySQL Connector/J14].

HttpClient, an HTTP utility packagefrom the Apade
Jakarta Project [2]. We collectedits unit teststo form a
whole programto sene asa benchmark.

Table 1 shaws the sizesof the benchmarks.Spark,a points-to
analysishaseccall graphconstructorwasusedto computethecall
graphof eachbenchmarkso asto estimatethe codethatis read-
ablefrom themain function. Column2 shawvs the numberof user
(i.e., non-JDKlibrary) classeswith thosein parenthesesompris-
ing the JDK library classegeachabldrom eachapplication. The
datain column3 shavs the numberof reachableisermethodsand
thosein parenthesisre the JDK library methodsreachabldrom
eachapplication. Column 4 givesthe numberof catch clauses
in reachablaisermethods.The last columnshaws the size of the
.class les (in bytes)of eachbenchmarkexcluding the Jara JDK
library code.

Table 1: Benchmarks

Name Classes Methods| Handlers | .classSize
Muf n 278(1365)| 2080(7677) 270 727,118
SpecJVM | 484(2161)| 2489(4592) 289 | 2,817,687
VMark 307(2266)| 1565(5029) 502 | 2,902,947
Tomcat 470(1869)| 2964(8197) 502 | 4,362,246
HttpClient | 252(2210)| 1334(4741) 536 | 1,049,784

Accordingto the size of the .class les, Muf n is signi cantly
smallerthanthe otherfour benchmarkslt containsa smallernum-
berof handlerghanthe otherbenchmarksBesidesVMark, Tom-

catandHttpClient are composedf mary componentsidenti ed
by multiplejar les in thedistribution®

Thereasorwe areincludingtherelatively smallandsimpleMuf-

n asoneof thebenchmarkss thatdespiteof its size,accordingo
datapresentedh [7], thenumberof e-clinksinvolving I/0 foundin
Muf n is comparabldo the otherlargerbenchmarksMoreover, it
takesa ratherexpensve analysisto remove a signi cant portion of
falsepositive e-clinksin Muf n producedy the cheapeanalysis,
which we believe shavs thatits structureis relatively complex.

We have Java source code for all the benchmarksexcept
SpecJVMandVMark. Only partof thesourcecodefor SpecJVMis
provided andthereis no sourcecodefor VMark. Althoughwe can
conductour experimentsusingonly bytecodetheunavailability of
sourcecodehinderedthe processof interpretingour experimental
results.

On eachbenchmarkthe Handlerinspectionanalysis nished in
under2 minutesand e-c chain constructiontook even lesstime.
Thistotal analysiscostis negligible comparingo therunningtime
of the Exception- owanalysisve areusing—aboutl hourfor most
benchmarksisedin [7]. (Recallthis analysisdoesnot executeat
runtime.)

5.2 Empirical Data

As mentionedbefore the Handlerinspectionanalysisautomati-
cally examinesall thecatch clausego nd outhow thecaughtex-
ceptionsandinformationderived from themareused.We cancat-
egorizeeachexceptionhandlerbasedn theinformationobtained,
partitioningtheminto the following cateories: the caughtexcep-
tion (or informationderivedfrom it) is (i) rethravn, (ii) storedinto
a eld/array, (iii) returnedto caller, (iv) ignored,or (v) the catch
clauseis completelyempty or (vi) othercases.
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Figure 7: Usageof Caught Exceptionsin catch Clauses

Figure7 shavs the percentagbreakdavn of reachabldandlers
in eachof the benchmarksaccordingto the above cateyorization.
As we canseefrom the chart,in 4 out of 5 benchmarksthe per
centageof handlersthat rethrav exceptionsrangesfrom 15% to
35%, somethingthat we can not ignore. But suchactiity is not
veryvisiblein Muf n: only about2%. Emptycatch clauseoccur
signi cantly oftenin all of the benchmarks.Thereis alsoa sig-
ni cant percentagef non-emptycatch clausesn which caught
exceptionobjectsareignored.lt is very rarethatexceptionobjects
arestoredinto some eld/array or returnedto thecaller

5\We recognize&componentby assumingnecomponenperjar le
provided by eachbenchmark.Usersof our analysiscanoverride
this by providing the componenmembershipf classesaccording
to aprovided XML schema.Thereis nojar le de nedin Mufn
or SpecJVM.
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Figure 8: Methods Calls Relatedto Caught Exception

Not surprisingly all of the handlersin category (vi) containin-
vocationsto othermethodswith informationfrom the original ex-
ceptionusedaseitherthe recever or a parameter The reasonwe
did not namethe category methodcalls is thathandlerdn categyory
(i), (i) and(iii) alsomaymake suchmethodcalls. Figure8 shavs
the kinds of methodcallsthatappeaiin all of thesehandlers.The
heightof eachbarrepresentshe numberof catch clausesn each
catgory, normalizedby the total numberof reachabléhandlersin
the benchmark. We can seethat most of the time the Handler
inspectionanalysiscanautomaticallyidentify the call targetsasei-
ther a constructorof anotherexception,a printing functionin the
Javalibrary, or anapplication-speci doggingfunction,(i.e.,in or-
derto discover thelastcasejnformationfor eachbenchmarkmust
be manuallyspeci ed beforethe analysis).Only a relatively small
numberof themare someotherexceptionhandlingmethodin the
application. Handlersthat directly call printing or logging func-
tionsdominaten 4 outof 5 benchmarksi.e.,exceptfor SpecJVM).

From the data presentedabose we can see that Handler
inspection analysis can summarizethe behaior of the catch
clauses. This information, when combinedwith e-c chains dis-
coveredin the system,canhelp a programmeipay more attention
tothecatch clauseghatcanbereachedy mary differentexcep-
tion sourcesAt thesameimeit shavsundesirablgroperties(e.g.
swallowing a caughtexception),which maybe muchmoreharmful
thananemptycatch clausethatcannotbereachedy ary checled
exception.

After Handlerinspectionanalysisjnterconnectingoointscanbe
identi ed amongthe catch clauses.We would like to know the
possibledestination®f the rethravn exceptionsin thesehandlers.
So we examineall the e-clinks (p; c) that startfrom one of the
interconnectingpoints (c;p). Figure 9 shavs numbersof these
e-c links in which the sourceandtarget of the e-clink belongto
differentclassespackage®r components.n all the benchmarks
(exceptMuf n), asexpectedthe majority of thesee-clinks propa-
gateacrossomponentsr packagéoundariesThisinformationis
of greatvaluein discoreringandunderstandinghe interactionbe-
tweencomponentsandrevealingthe high-level recovery structure
of thesystem.n systemf this compleity, it is hardto determine
this just by manualinspection.

OneinterestingfactaboutHttpClientis thattherearemary more
e-c links acrosscomponentghan acrosspackages.The reasonis
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Figure9: Number of e-clinks Starting from a Rethrow

thatwe areusingits unit teststo form awhole program(necessary
for our analysis). Unit testsare pacled in a differentcomponent
from the mainimplementationput both areincludedin the same
packagein all the otherbenchmarkseachcomponentonsistsof
oneor morepackagesotvice-versa.Thelargenumberof e-clinks
betweenthe implementationand the test componentshaws that
the methodsundertestoften passalong exceptionsbackandrely
ontheir callerto handlethem.

Table 2: Number of Chains of Differ enceLength

Length 1 2 3 4 5 6 || Total
Mufn 6 6
SpecJVM | 69| 46 115
VMark 300 81| 12 393
Tomcat 312 | 365 | 31 3 2| 10 723
HttpClient | 583 | 547 | 275 1405

Finally, the e-cchain constructorcanconnecthe e-clinks gath-
eredwith theiridenti ed interconnectingpointsto form e-cchains
Table 2 lists the distribution of e-c chains of differentlengthsin
eachof the benchmarksNote that sincethesee-c chainsarecon-
structedfrom e-clinks that startfrom someinterconnectingpoint,
eachone shavs an exceptionpropagatiorpathwith the rst seg-
mentmissing. Thereasorwe areshaving the datathis way is that
someof theinterconnectingatch clausesareprotectivehandlers
that usually can only be reachedby uncheded exceptions(e.qg.,
NullPointerException or ThreadDeath ). Thesehandlersare
usedto prevent the malfunctioningof somecomponenthat may
bring down the system,but the e-c links reachingthem are either
veryhardto nd or donotexist explicitly in thecode.Sowe ignore
the rst sggmentof eache-cchainin orderto gatherandreportuni-
form data.Of coursethe e-cchain constructoprovidesthewhole
path for examination,whenthe rst segmentinvolves a checled
exception.

As canbeseenfrom Table2, 4 outof 5 benchmarkshav a sig-
ni cant portionof the e-cchainshave lengthgreaterthanl. Since
thesearee-cchainswith the rst segmentmissing,we canseethat
in mary casespneexceptioncangoasfaras2 “hops” beforereach-
ingits nal handler Therearesurprisinglylong e-cchainsfoundin
Tomcat,which shavs the complex exceptionhandlingof the sys-
tem. Clearly, this datais sensitve to theway in whichwe counte-c
chainsthat shareintersectingpoints Here,we countall possible



combinationsof incominge-c links with outgoinge-clinks . For
example,supposea singleinterconnectingooint hastwo incoming
e-clinks andtwo outgoingones,forming an X shapethe number
of e-cchainswill be4.

From the datapresentedcabore we can seethatin Muf n, al-
thoughthe numberof I/O relatede-clinksis notvery small[7], the
e-clinks arefairly independenfrom eachother But at the same
time, in all theotherbenchmarksexceptionrethrov is commonand
with the Handlerinspectionanalysis,we canautomaticallyiden-
tify semantiaelationsbetweerindividual e-clinks causedy this
phenomenonThus,we canrevealthewholeexceptionpropagation
path,insteadof just discretesegmentsof it. As oftenthesepaths
go acrosdlifferentcomponentsa programmeudiagnosingheroot
causeof a problemcanbetterunderstandhe interactionsoetween
componentgausedy theapplicationrecorery code,with thehelp
of thisinformation.Next, wewill shav how to usethisinformation
to createa higherlevel view of exception-handlingrchitecturdn
thee-cchaingraph.

5.3 E-C Chainsin Tomcat

Thedatapresente@bore, especiallythelong e-cchainsfoundin
Table 2, drew our attentionto Tomcat. Sowe manuallyinspected
its e-c chainsand sourcecode,hopingto nd answergo the fol-
lowing questions:How preciselydoesthe analysisidentify inter-
connectionpoints? Are the e-c chainsmostlyindependenbr tan-
gledtogether? Whatcan thesee-c chainstell us aboutthe overall
exception-handlindehaviorof the system?

Precision. We are primarily interestedhe precisionof recogniz-
ing interconnectiorpointsin all thecatch clausesAs mentioned
in Section2, the Handlerinspectionanalysiscanreportfalseposi-
tivesbecausé is approximateAlso, theanalysisiloesnotexamine
calledmethodsin acatch clause,evenif the exceptionis passed
into them. Theremay be casesvherethe calleetakessomeexcep-
tion andthrows it or constructs new exceptionfrom it andthrows
thatexception.In suchcasesthe exceptionthrown in the calleeis
directly or indirectly relatedto the caughtexceptionin the caller
Thecorrespondingatch clauseshouldberecognizedasaninter-
connectingpoint, buttheanalysisdoesnotdo so;this casds afalse
negative

To checkthe numberof falsepositive andfalsenegative cases,
we manuallyinspectedall the catch clausesn Tomcatto verify
the resultof the automaticHandlerinspectionanalysis. Surpris-
ingly, we did not nd anyfalse positives thatis, all the intercon-
nectingpointsfound, actuallythron someexceptionthatis either
directly or indirectly relatedto the original caughtexception! Un-
fortunately we did identify 3 casesof falsenegatives. Thereare
2 catch clausesn the ApacheCrimsonpackagewhich call the
samefunction that constructsa new exceptionout of the caught
oneandthenthrows it. Thereis anothercatch clausein the Tom-
catFacadepackagehatthrows the parametedirectly. All of these
rethravs happerin themethoddirectly calledfrom thehandlernot
in othermethodshatarereachabldérom thecallee.

Accordingto Java library API speci cation[25], “A throwable
containsa snapshobf the executionstackof its threadat the time
it wascreated. In oneof the abose methodsanew exceptionwas
createdhatwrapstheoriginal exceptionandthenis thrown. Since
it is not created‘on the spot” (i.e., within the catch clause,as
mostexceptionsare), this exceptionobjectcontainsa stacksnap-
shotthat takesa little “detour” from the original exceptionprop-
agationpath. If this snapshois loggedby the nal handlerand
subsequentlyisedfor problemlocalization,the “detour” may be-
comeasourceof confusion.In the othermethodmentionedabore,
sincethe original exceptionwasrethravn, the original stacksnap-

shotwaspresered. Butin bothcasesthehandlingcomplicateshe
programunderstandingaskby keepingthethrow  sitefurtheraway
from the problempath,whichmaypresendif culties to systendi-
agnosisgspeciallywhenthe call stackis not completelyloggedin
the nal handlerdueto errorhandling-timesystemresourcegon-
cerns.

We mayalsointroducefalsepositivesaswe form e-cchainsfrom
the resultsof the Handlerinspectionanalysis. Whenwe connect
multiple e-c links into a e-c chain, the call path associatedvith
the chainmaybeinfeasible althoughthe call pathsassociatedvith
eache-clink arefeasible.This mayoccur for example,if two ex-
ceptionobjectsare handledin one interconnectingpoint and the
rethrav tamget is determinedby the objectthrown. Thus, there
may appearto be two possiblehandlertargets,but only one cor
responddo eachincoming exceptionobject. We were unableto
verify thatthis problemdid not occurin Tomcat,sinceto manually

gure outcall chainfeasibility in alarge object-orientedsystemis
not straight-forvard. However, the situationcanbe partially alle-
viatedby applyingthe DataReab analysisfrom [7] to remove e-c
chainsonly associateavith infeasiblecall paths.

Theexistenceof somefalsenegativesin ouranalysiss notunex-
pected.To avoid falsenegativeswould requireamuchmoreprecise
interprocedurahnalysishatwould be very costly, anditself might
introduceadditionalfalsepositvesdueto the interprocedurapart
of theanalysis.Thus,we choseto implementan analysisof prac-
tical cost,which identi es, we believe, the bulk of the e-c chains
of interest.Giventhe compleity of exceptionhandlingin Tomcat
andthe resultsof our manualinspection,we feel this decisionis
justi ed.

E-c chain Graph. Thee-cchainscanbe depictedin a graphand
shavn in differing granularityto help in differenttasks. In sys-
temdiagnosigdasks, rst theprogrammecanobtaintheimmediate
causeof the symptomfrom the systemlog. Displayinge-cchains
may helpthe programmexdecidewhich of the componentarein-

volved and what are the possibleroot causes.Then, detailedin-

formationsuchasthe positionof throw sandcatch sin thecode
and call pathsbetweenthem, canbe shavn to help with detailed
reasoning. In programunderstandingasks,the component-leel

exception- ow structurecanhelp a systemintegratorbetterunder

standthe interactionbetweencomponent®f an application. This

structurealsocanincreasecon dencein theexpectedobustnes®f

theapplicationwhenproblemsoccur

We manuallyinspectedall the e-c chains with length greater
than 2 and display themin the chartin Figure 10, which shavs
the exception- ow architectureof the system.This processanbe
automatedisinggraphdraving packagesuchasGraphviz[8].

By looking at the e-c chain graphin Figure 10, we caneasily
male two obserations. First, on the left-hand-sideof the graph,
MySQL Connector/Yelies on Java network library to communi-
catewith the MySQL databaseandpropagategxceptionsrst to
DynaSerer, thento the TomcatFacadecomponent.Soif the net-
work connectionto the databaseyoesdowvn when the systemis
running,it may causeproblemsn the servletapplication but other
non-Facadepartsof Tomcatare very likely not to be affected. In
this sensethe Facadecomponensenesasagood re wall between
the servletapplicationandotherpartsof Tomcat. Secondaccord-
ing to the structureon the right-hand-sidef the graph,the system
is alot morevulnerableto I/O problemsduringstartup, becauséf
operationsuchasstartinga sener soclet or readingsomecon g-
uration le fail, thatmay causetroublein mary major partsof the
systemjncludingthe corecomponent.

The e-c chain graphcanalso be presentedn a coarsergranu-
larity to reveal dependenceBetweencomponentsandthusa ser



PoolTcpEndpoint.startEndpoint-0
PoolTcpEndpoint.startEndpoint-2
s ServerSocketFactory.getDefault-0

MysgllO.sendCommand-3
1

0 ysqllO.sendCommaqij-z ' MysqllO.sqlQueryDirect-0
MysqllO.sendCommand-0 o MysqllO.clearAllReceive-0 AN = PooITcpEndpoint.startEnd\p\oint—l - -
/ el A v~ XmiMapper.readXML-1 XmlMapper.readXML-0 Sel K B i .
Tl N T . VTl ca 4 T Tomcat Util- - -
274 Connection.execSQL-6 e PoolTcpEndpoint.enginStart-0 -
Connection.execSQL-5 L | T T T~ T
N Connection.cqnnectionlnit-4 ,/ _— Tl
N | L IReader.loadConfigFile-0 o
\MVSQL Connector/J Connection.chnnectionlnit-G . -7 B SE N
~ ! - - N
o Driver.connect-1 . .~ EmbededTomcat.initContextManager-0 Tomcat MOdUles\\
! I
PolicyLoader.addInterceptor-0

\

AN EmbededTomcat.main-0 -
- E Tomcat - -~ \

ReloadInterceptor.ContextMap-1

-7 RubisHttpServiel.nit-3

Ajpl3interceptor.doShutDown-0 -

DymaServer | -l ______ |
-7 ServletHandler.dolnit-0 Tl ) B
- RN Ajpl2.readNextRequest-2 -
g WebXmlIReader.processWebXmiFile-1 > B T-ol -
! ServletHandler.doService-1 ! Voo - T
Y WemeIReader.pr%cessWemeIFileG _ // Tomcat Core o
IR Tomecat Facade . ----~ ContextManager.init-0 K
Tt _____- - m T ‘GoqtgxtManager.addlnterCeptor-l P -
Legend:
ClassName.MethodName-HandlerlD

Exception handler:
Inter componente c link:
Intra componente c link:

Component: N .
Component Name -

Figure 10: E-c chain Graph of Tomcat



[ B is dependent on A:

Figure 11: Sewice DependenceGraph of Tomcat

vice dependengraph is formed: When an exception o ws from
componentA to componenB, we canseethat an operationfail-
urein A may causean operationfailure in B. In anotherwords,
someoperationin B is dependenbn the servicein A to complete
its functionality Figurellis theservicedependengraphof Tom-
cat. For example thegraphtells usthatthe TomcatUtil component
providesa higherlevel of abstractioron top of the Javalibrary for
other component®of Tomcat, so they don't needto interactwith
Javalibrary directly.

Soe-cchains whendepictedn graphsin Figurel0and11, can
shav the exception-handlingarchitectureof Tomcatin a compact
form. By inspectingthe graph,a programmercanunderstandhe
exception-handlingnteractionbetweenmajor componentsat the
sametime, estimatethevulnerabilityof certaincomponentaswell
asthat of the whole system. A persontrying to gain knowvledge
aboutpossibleroot causeof a particularproblemcanbrovsethe
exceptionpropagatiorpathandparticipatingcomponent®n these
graphs.All this knovledgecanbe obtainedby examinethe graphs
shaved above without consultingthe sourcecodeof the system.

6. CONCLUSION AND FUTURE WORKS

We have de ned a static Handlerinspectionanalysisthat ex-
aminesreachablecatch clausesto identify catch clausesthat
rethrav exceptions. Our Exception-bain analysiscombinesthis
information with e-c links found by an existing static analysis,
forming e-c chainsat compiletime without ary runtimeoverhead.
A graphof thesee-c chainsdepictsthe architectureof systemre-
covery codeat several levels of granularity: componentpackage,
class. We believe that this graphand its relatedservicedepen-
dencegraphthat highlights exception o w betweencomponents,
are valuablefor systemproblem diagnosisand programunder
standingtasks.

Ourfutureplansincludebuilding a GUI to displaythee-cchains
to allow interactive browsing on mary levels of granularity We
planto extendthe instrumentatioralgorithmof the testingframe-
work in [7] to accommodatbothe-clinks ande-cchainsfor better
errorrecovery codetesting.
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