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ABSTRACT
Widespreadusageof independentlydevelopedCOTS components
or frameworks facilitatesconstructionof large software systems,
but complicatesthe taskof ensuringtheir availability, becauseer-
ror recovery codeoften spanscomponents. Existing exception-
�o w analysesof varying precision,�nd only single links in any
exceptionpropagationpath. Therefore,althoughit is commonin
largeJava programsto rethrow exceptions,theseanalysesareun-
able to identify thesemultiple-link exceptionpropagationpaths.
This paperpresentsa new staticanalysisthat computeschainsof
semantically-relatedexception-�ow links, andthusreportsan en-
tire exceptionpropagationpath, insteadof just discretesegments
of it. Thesechainscanbe used1) to show the error handlingar-
chitectureof a systemacrosscomponents,and therebyto reveal
non-trivial exception-�ow pathsin realprograms,2) to assessthe
vulnerability of a single componentand the whole system,3) to
supportbettertestingof errorrecoverycode,and4) to facilitatethe
tracingof theroot causeof a problem,if recovery codefails. Em-
pirical �ndings andacasehistoryfor Tomcatshow thatasigni�cant
portionof thechainsfoundin our benchmarksspanmultiple com-
ponents,andthusaredif�cult, if not impossible,to �nd manually.

Categoriesand SubjectDescriptors
D.1.5 [Object-oriented programming]: Exception Handling; D.2.5
[Testing and Debugging]: Error Handling and Recovery; D.4.5
[Reliability ]: Fault-tolerance;F.3.2 [Semantics of Programing Lan-
guages]: ProgramAnalysis
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1. INTRODUCTION
Todaya wide rangeof applications– suchason-line auctions,

instantmessaging,grid-basedweatherprediction– aredesignedas
webservices.Theseserviceshave largenumbersof userswho de-
mandreliability from thesecommonlyusedcodes.To be ableto
survive in today's highly competitive market, theserviceproviders
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mustmeettwo con�icting challengessimultaneously:how to con-
stantlyprovide new functionality while, more importantly, main-
taininghigh performanceandavailability.

Currentdevelopmentsin languagedesignandsoftwareengineer-
ing make it easierto reuseexistingpiecesof softwareto build large
systemsor to addfunctionality. However, the pervasive usageof
separatelydevelopedcomponentscomplicatesthetaskof achieving
highavailability. – M T T F

M T T F + M T T R – for theentiresystem.1 Avail-
ability canbeenhancedby providing propererror recovery mech-
anismsin the program(i.e., increasingM TTF ), and facilitating
quick problemdiagnosiswhenautomaticrecovery is not possible
(i.e.,decreasingM TTR). Unfortunately, mostcomponentsarenot
designedto meetspeci�c error handlingrequirementsfor a given
systemwith its deployment environment. The systemintegrator
facesthe dif�cult taskof evaluatingthe robustnessof the compo-
nentsandtheir �tness in a speci�c systemcon�guration. What's
more,if a problemdoesoccur, it is very hardto tracebackto its
root cause,dueto thelimited knowledgeaboutthecomponents.

The Java programminglanguageprovides a program-level ex-
ceptionhandlingmechanismfor responseto error conditionsthat
occurduring programexecution. This mechanismhelpsseparate
exceptionhandlingcodefrom codethat implementsnormal sys-
tem behavior. Exceptionhandling code might seemto provide
a good startingpoint for codeinspectionto ensuresystemavail-
ability. However in our benchmarks,exceptionhandlingcodethat
dealswith certainkindsof faultsis widely scatteredover thewhole
program,andis mixedwith otherexceptionhandlingcode,or even
irrelevant code,making it hardto understandthe behavior of the
programundercertainsystemfault conditions.

Thereareseveralcompile-timeprogramanalysesof varyingpre-
cision[7, 9, 17] thatcanbeusedto �nd theexception�o w in aJava
program(i.e., programpathsfrom a throw statementto its cor-
respondingcatch clause). With the resultsof theseanalyses,a
programmercanaskwhatarethekindsof exceptionsand/ortheset
of throw statementsthatcanreacha givenprogrampoint.

But in component-basedsystems,exception�o w spanningdif-
ferentcomponentsoftenis manifestaschainsof exceptionthrow s
andcatch s, insteadof a singleexception-�ow link. Although in-
dividual exception-�ow links canbeobtainedwith relatively high
precision,eachlink is only a discretesegmentof theentireexcep-
tion propagationpath. Therefore,its utility in thediscovery of the
exceptionhandlingstructureof thewholesystem,or in tracingback
to the root causeof a loggedproblemof interest,is limited. In
this paperwe proposea new compile-timeanalysisthatcomputes
chainsof exception-�ow links.

Thecontributionsof this paperare:

1HereMTTFmeansMeanTimeTo FailureandMTTRmeansMean
Time To Recovery.



� Designof a new compile-timeException-chain analysisto
constructchainsof exception-�ow links whosecorrespond-
ing exceptionobjectsaresemantically-related.This analysis
relieson a new intraproceduralHandler-inspectionanalysis
thatidenti�es catch clausesthateitherrethrow thesameex-
ceptionobjectand/orextract informationfrom an incoming
exceptionobject andstorethat information into a new ex-
ceptionobjectwhich is subsequentlythrown. Theresultsof
Handler-inspectioncanbeusedto identify relatedexception-
�o w links andcombinetheminto chainsandalsocanbeused
to rank the quality of catch clausesand to supportbetter
testingof errorhandlingcode.

� De�nition of a servicedependencegraph, a graphicalde-
piction of exception�o w betweensystemcomponents.This
graphis obtainedfrom theexception-�ow chainsby abstrac-
tion; only inter-componentedgesof the chainsare shown.
This graphcanaid diagnosisof problems(e.g.,to facilitate
tracingthe root causeof a problemafter a failed recovery)
by reportinginformation that is very dif�cult to obtain by
manualinspection.

� Empirical study of our methodologyusing several Java
server applications,including a casehistory for Tomcat,
demonstratingthepotentialusesof theanalysisresults:(i) to
reveal thehigh-level architectureof theerrorhandlingcode,
(ii) to constructa non-trivial servicedependencegraph of
components,and (iii) to assessthe vulnerability of certain
componentsaswell asthewholesystemunderdifferentcon-
ditions.

Overview. Therestof thispaperis organizedasfollows. In Sec-
tion 2 we describeexisting staticanddynamicanalysesfor �nding
exception-�ow information, as well as other relatedwork. Sec-
tion 3 reviews the analysisintroducedin Fu et. al's work [7], on
which our new analysisis based,andthenmotivatesournew anal-
ysis. In Sections4 and5 respectively, we introduceour Handler-
inspectionanalysis,and then discuss�ndings from our experi-
ments.Finally, we presentourconclusions.

2. RELATED WORK
Therehasbeenmuch previous researchin static and dynamic

analysesto discoverexception-�ows in programsandto categorize
andevaluateexceptionhandlers.Staticanalysesareperformedat
compiletime andthusdo not have accessto executiondataabout
the program. Staticanalysesaredesignedto be safe, which intu-
itively meansthatthey correctlysummarizeprogrambehavior over
all possibleexecutions[12]. Becausethey arenecessarilyapprox-
imate [12], staticanalysesmay report spuriousinformation,nor-
mally referredto asfalsepositives. If a staticanalysisis unsafe,
thenit maymisssomeprogrambehaviors andtheir consequences,
resultingin falsenegatives(i.e., incompletedata�ow information).

In contrast,dynamicanalysesare basedon run-time datacol-
lectedfrom a set of observed programexecutions. Usually, dy-
namicanalysesareexact (i.e., without falsepositives),but unsafe
in thatwe cannotmodelall possibleprogrambehaviors usingonly
a setof observed behaviors. In this section,we will discussonly
themostrelevantresearchresultsin eachof theseareas.

2.1 Static Exception­Flow Analysis
Thereareseveralexistingstaticexception-�ow analysesfor Java

thatvary in their precision.Their basicideais similar: An opera-
tion thatcanthrow aparticularexceptionis treatedasasourceof an
abstractobjectthat is propagatedalongreversecontrol-�ow paths
to possiblehandlers(i.e., catch blocks),andthusexception-�ow
links arediscovered.Dueto thecommoninterproceduralnatureof

exceptionhandling,muchof this propagationhappensalongcall
graph2 edges,in thereversedirectionof execution�o w. Thus,how
interproceduralcontrol-�ow is approximateddeterminesthepreci-
sionof thesetechniques.

Joet. al [9] presentan interproceduralset-basedexception-�ow
analysis;only checkedexceptionsareanalyzed.Experimentsshow
thatthis is moreaccuratethananintraproceduraljavac-styleanaly-
sis on a setof benchmarks� ve of which containmorethan1000
methods. Robillard et. al [17] describea data�ow analysisthat
propagatesbothchecked andunchecked exceptiontypesinterpro-
cedurally. Eachof thesetechniqueshandlesa large subsetof the
Java language,but makesthechoiceto omit or approximatesome
constructs(e.g., static initializers, �nally s). Theseanalysesuse
classhierarchyanalysisto constructcall graphsthat aretherefore
very imprecise[6, 4].

Another analysisof programscontaining exception handling
constructs[21] calculatescontrol dependencesin the presenceof
implicitly checked exceptionsin Java. This analysisfocuseson
de�ning anew interproceduralprogramrepresentationthatexposes
exceptionalcontrol �o w in usercode. In a morerecenttechnical
report[22], Sinhaet. al presentan interproceduralprogramrepre-
sentationwhich moreaccuratelyembedsthe possibleintraproce-
duralcontrol �o w throughexceptionconstructs(i.e., try s,catch s
and finally s). Classhierarchyanalysisis usedto constructthe
call edgesin this representation.An exception-�ow analysisis
de�ned by propagationof exceptiontypeson this representation
to calculatelinks betweenexplicitly thrown checkedexceptionsin
usercodeandtheirpossiblehandlers.

Fu et. al [7] build their exception-�ow analysisparameterized
by the choiceof call graphconstructor:classhierarchyanalysis
(CHA), rapid type analysis(RTA) [4], or �eld-sensitive context-
insensitive points-toanalysis(PTA) [18, 10]. Experimentsshow
thatmorethan85%of thefalsepositiveexception-�ow links found
in the relatively large benchmarkswhenCHA is usedcan be re-
movedby simply switchingto thePTA call graphconstructor. Fu
et. al alsoproposeda schemaof �ltering algorithmsthat usedata
unreachabilityto prove theinfeasibilityof certaincall chains.This
�ltering further reducesthe numberof falsepositives by around
50%in their relatively largebenchmarks.A framework for def-use
testingof exceptionhandlingis de�ned basedon the above anal-
ysis, which usesanalysis-guidedfault injection to drive program
executioninto theexception-�ow links in orderto observe theer-
ror recovery behavior of thesystemundervariousfault conditions.
Thetestingresultsprovide anupperboundon thenumberof false
positivesproducedby thestaticanalysis(i.e., exception-�ow links
that arenot actually coveredby a test). Our analysisis built on
thisapproach[7] whoseanalysisalgorithmsarebrie�y reviewedin
Section3.

Limitations. Unfortunately, althoughall of thesestaticanalysis
identify individual exception-�ow links, noneof themdiscover the
possiblesemanticrelationsbetweentheselinks, inducedby shared
exceptionobjectsor exceptiondata. Thesesemanticrelationsare
thefocusof ouranalysispresentedhere.

2.2 Dynamic Exception­Flow Analysis
A dynamicanalysisof exception-�ow is presentedby Candea

et. al in their work on AutomaticFailure-Path Inference[5]. This
approachdiscoversexceptionspropagatedacrosstheboundariesof
components(i.e., bean/servlet/JSP).For eachmethodof a newly
loadedcomponent,the analysisparsesthe throws clausein the
methoddeclarationto obtainthesetof all theexceptiontypesthat
2A call graph depictsthe methodcall structureof a program. Its
nodesarethemethodsandits edges,thepossiblecalls[1].



maybethrown by thatmethod,pluspossibleuncheckedexception
types.Eachtimethemethodis invoked,anew exceptiontypefrom
the set is picked and thrown. If that exceptioncausesfailure of
someothercomponent,anedgefrom theexceptionthrowing com-
ponentto the failed componentis addedto a graphknown as a
failure mapthat tracksinter-componentexception-�ow. Although
in generaldynamicanalysisdoesnot producefalsepositives,this
approachdoes,becausethe exceptiontypeslisted in the throws
clauseof a Java methodarerequiredto containall the typesthat
the methodreally can throw. Often the typeslisted are actually
supertypes(or supersets)of whatcanbe thrown (e.g.,dueto sub-
sumption). What's more,a methoddeclaringthat it throws some
typeof exceptionis very likely to bejustapropagatorof theexcep-
tion, ratherthantheorigin of the throw .

Limitations. Exception-�ow links derivedusingthis technique
may be incompletebecausethey start at arbitrary methods(e.g.,
missingthechainorigin). Thefailuremapshowsonly uncorrelated
inter-componentexception-�ow edges.Thus,a programmertrying
to locatean exceptioncausemay have insuf�cient informationto
succeed.

2.3 Catch ClauseCategorization
ReimerandSrinivasan[15] presenta list of actualexceptionus-

ageissuesobserved in largeJ2EEapplicationsthat that have hin-
deredthe maintainabilityandserviceabilityof theseapplications.
Theseissuesincludeswallowedexceptions,3 usinga singlecatch
for multiple exceptions,andplacinga handlertoo far away from
thesourceof theexception.Unfortunately, theunderlyinganalysis
is notdiscussedin thepaper. Datatablesshow thatthey did not �nd
any handlerwith exceptionrethrows, a �nding in con�ict with our
empiricaldata(seeSection5).

Sinhaet.al [23] proposedatool thatasoneof its functionswould
visualizeexceptionanomalies,similar to thosede�ned in [15], by
usingthestaticexception-�ow analysismentionedabove [21]. It is
not clearhow exceptionsthrown within theJava JDK librariesare
accountedfor in theirwork; theempiricaldatareportedfor checked
exceptionsshows their usageis very sparseanddoesnot seemto
includeexceptionsthrown by theJava librariesandcaughtby the
application. Thesefactorsraiseseriousquestionsaboutthe prac-
ticality andscalabilityof the analysisand thus, the utility of the
proposedtool.

3. BACKGROUND
Becauseour Handler-inspectionanalysisis built on theanalysis

in [7], herewe brie�y review thatanalysisandgive intuition about
its mainconcepts.Then,wediscusswhy thisapproachis notsuf�-
cientto revealtheexceptionhandlingarchitectureof acomponent-
basedsystem.

3.1 Exception AnalysisFramework
In a Java program,eachfault-sensitive operation(e.g.,a call to

a native methodfrom theJDK to readfrom disk) mayproducean
exceptionthatreachessomesubsetof theprogram'scatch blocks.
An exception-catch (e-c)link is de�ned asfollows:

De�nition ((e-clink ):): Givena setP of fault-sensitive operations
that may produceexceptions,and a set C of catch blocks in a
program,we saythereis an e-c link(p; c)[7] betweenp 2 P and
c 2 C if p maytriggerc; wesaythatagivene-clink is experienced
in asetof testsT , if p actuallytransferscontrolto c by throwing an
exceptionduringa testin T .

3An exceptionis swallowedif no useis madeof theexceptionob-
ject in thecatch clause.

The two passstatic analysisalgorithm in [7], comprisedof
Exception-�owandDataReach analysis,�nds thepossiblee-clinks
in aJavaprogram.Exception-�owis adata�ow analysisde�ned on
the programcall graph. Eachp 2 P is propagatedalongthe call
edgesin the reversedirection until sometry-catch block c is
metthatenclosesthecall siteandcatchestheexceptionthrown by
p; thusane-clink (p; c) is recorded.

void readFile(FileInputStream f){
byte[] buffer = new byte[256];
try{

InputStream fsrc=new BufferedInputStream(f);
for (...)

c = fsrc.read(buffer);
}catch (IOException e){ ...}

}
void readNet(Socket s){

byte[] buffer = new byte[256];
try{

InputStream n =s.getInputStream();
InputStream ssrc=new BufferedInputStream(n);
for (...)

c = ssrc.read(buffer);
}catch (IOException e){ ...}

}

Figure1: CodeExample for Java I/O Usage

Call Graph Edges Feasiblee�c link e�c linkInfeasible

readFile readNet

FilterInputStream.read(byte[])

BufferedInputStream.read(byte[],int,int)

BufferedInputStream.read1(byte[],int,int)

FileInputStream.read(...) SocketInputStream.read(...)

DSK_READ NET_READ

Figure2: Call Graph for Java I/O Usage

It is obvious that theprecisionof Exception-�owanalysisis af-
fectedby theprecisionof thecall graph.But in practiceevenuseof
a very precisecall graphconstructormay introducemany infeasi-
ble e-c links. Figure1 is an exampleof typical usesof the Java
I/O packages. Figure 2 illustratesthe resultsof Exception-�ow
analysisbasedon a fairly precisecall graphof codein Figure1:
both fault-sensitive operationsDSK READ andNET READ can
be propagatedto the try blocks in readFile and readNet , re-
sulting in 4 e-c links. But by readingthecodewe canseethattwo
of the reportede-c links (DSK READ, catch in readFile ) and
(NET READ, catch in readNet ) areinfeasible.

A secondpass�ltering analysis,DataReach, reducesthenumber
of infeasiblee-clinksproducedby Exception-�owanalysis.Thein-
tuition is to usedatareachability, obtainedusingpoints-toanalysis,
to con�rm control-�ow reachability. For example,continuingwith
Figure 1, if the goal is to prove SocketInputStream.read()
is not reachablefrom the call site fsrc.read() in method
readFile , thefollowing evidenceis suf�cient: duringthelifetime
of thecall fsrc.read() , noobjectof typeSocketInputStream
may be either loaded from any static/instance�eld of some
class/object,nor may be createdby a new statement.Thus, the
infeasibilityof thee-clink from SocketInputStream.read() to
the catch block in readFile is proved. In general,DataReach
triesto prove theinfeasibilityof eache-clink outputby Exception-
�ow analysis,andonly outputsthosethat it cannotprove to be in-
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Figure3: Exception def-useTestingFramework

feasible.
Figure3 shows theorganizationof theautomaticexception-�ow

testingsystemin [7]. Thetwo passstaticanalysisdescribedabove
calculatesthepossiblee-c links for a program.Thedynamicanal-
ysismonitorsprogramexecution,callsfor thefault injectorto trig-
geranexceptionat anappropriatetime,andrecordstestcoverage.
Thecompilerusesthesetof e-clinks to identify whereto placein-
strumentationthatwill communicatewith thefault injectionengine
duringexecution.Thiscommunicationwill requesttheinjectionof
a particularfault whenexecutionreachesthe try-catch block of
ane-clink. Theinjectedfault will causeanexceptionto bethrown
uponexecutionof the fault-sensitive operationof the e-c link. In
thecurrentsystem,P is selectedto containall thenative methods
in JDK library thatdo network or disk I/O because1.) I/O excep-
tionsarethemostfrequentandmostimportantexceptionsin web
services,and2.) thecurrentimplementationof the fault injection
framework is limited.

Thecompileralsoinstrumentsthe codeto recordthe execution
of thecorrespondingcatch block. Thetesterrunstheprogramand
gathersthe experiencede-c links from eachrun. The testinggoal
is to drive theprograminto differentpartsof thecodesothat fault
injection canhelp exerciseall the e-c links found in the program.
Finally, thetestharnesscalculatestheoverall coverageinformation
for this testsuite:experiencede-clinks vs. possiblee-clinks.

3.2 Rethrow of a Caught Exception
Theabove analysiscanbeusedto revealtheexceptionpropaga-

tion pathsin a Java program(i.e., throw , catch pairswith chains
of callsbetweenthem)with relatively high precision.Our �rst at-
temptwasto build a graphout of thesepathsto review theoverall
exceptionhandlingstructureof the whole system. But we found
thatthepreviousanalysiscannotcapturethebehavior of oneof the
commonpracticesin exceptionhandling– rethrow of caughtex-
ceptions,usuallyin thecatch clause.

Shenoy mentionsthe following as “some of the generallyac-
ceptedprinciplesof exceptionhandling”in [20]:

1. If youcan't handleanexception,don't catchit.
2. If youcatchanexception,don't swallow it.
3. Catchanexceptionascloseaspossibleto its source.
4. Log an exception whereyou catch it, unlessyou plan to

rethrow it.
Reimerand Srinivasan[15] also point out that a “large distance
betweenthrow andcatch”maymakedebuggingmoredif�cult. But
point 1 is obviously in con�ict with Point 3. So sometimesit is
betterto catchanexception,addmorecontextual information(e.g.,
maybeby encapsulatingtheexistingexceptionobjectwithin anew
exceptionobject)andrethrow. Additionally, asstatedin the Java
JDK Library API Speci�cation [25], in multi-layeredsystemsif
an operationon the upperlayer fails dueto a failure in the lower
layer, letting theexceptionfrom thelower layerpropagateoutward
couldexposethe implementationdetail betweenlayers. Doing so

breaksencapsulationaswell asties the API of the upperlayer to
this implementation.Soit is necessaryto wraptheexceptionwith
a new one(i.e., in aninstanceof a new exceptiontypeproviding a
higherlevel of abstraction)andrethrow.

catch (Exception ex)
{

throw new java.sql.SQLException(
"Cannot connect to MySQL server: " +
ex.getClass().getName(), "08S01");

}

Figure4: Caught ExceptionRethrow Example

Figure4 shows a catch clausethat is slightly simpli�ed from
a real one found in MySQL Connector/J2.0.14[14] – a native
Java driver that convertsJDBC (i.e., Java DatabaseConnectivity)
callsinto thenetwork protocolusedby theMySQL database.This
catch clauseextractssomeinformationfrom thecaughtexception
(i.e., theexceptionclassname),constructsa new exceptionbased
on thatinformationandrethrows it.4

In Java,anexceptionobjectcontainsa snapshotof theexecution
stackof its threadat the time it was created. In the handlerin
Figure4, the new exceptionobject only containsthe classname
of theold one.Thuspartof theexecutionstack– from themethod
wheretheold exceptionwascreatedto theonebeforetheenclosing
methodof thishandler– is lost. As analternative,enclosingtheold
exceptionobjectinto a new objectcanpreserve theopportunityto
reconstructthewholestackif someproblemoccursat runtime.But
asmentionedin [15], it is not alwaysa goodideato keepall the
stackinformation. During a load surge, if we try to log theentire
stackin the�nal handler, it maydoasmuchharmasgood,because
with systemresourcesalreadyvery low, they maynot besuf�cient
to allow thetaskto complete.

An exceptionrethrow, althoughdesirablefor variousreasons,di-
videstheexception�o w from theoriginal throw to the �nal han-
dler into multiple segments.Existingexception-�ow analysescan-
notconnectthesecloselyrelatede-clinksinto achain,whichmakes
it dif�cult to traceback to the root causeof the exceptiongiven
its �nal handler. Becausereconstructingthewholestackin the �-
nal handleris not alwayspossible(or desirable),an programmer
trying to diagnoseandrepaira systemdegradation(or crash)may
have very limited informationto aid in determiningthe sourceof
the problem. What's more,if theactualexception�o w is a chain
spanningmany software layersin the system,the testingframe-
work in [7] is limited to exploring only individual segmentsof this
chain.

In the next sectionwe will presentan analysisthat automati-
cally identi�es casesof exceptionrethrow. With this analysis,we
canreconstructtheexception-�ow segmentsinto e-cchains, chains
startingfrom theoriginal throw andendingin the�nal catch . In
our experimentswe foundthatmany of thesee-cchainsspanmul-
tiple components.Thus,this analysisinformationcanbe usedto
illustrateexception�o w betweencomponents,giving an estimate
of thevulnerability of certaincomponentsandshowing theservice
dependencerelationsbetweencomponents(seeSection5). These
canbehelpful for programmerswho needto understandtheover-
all fault-handlingbehavior of component-basedprograms.During
systemdiagnosis,moredetailedinformation,(e.g.,e-c links, their
interconnections,thecorrespondingcall chains)canbeprovidedto

4In ourremainingdiscussions,wewill usethetermrethrowto refer
to a throw within thecatch clause(i) of the incomingexception
objector (ii) of a new exceptionobjectcontainingsemanticinfor-
mationfrom theincomingexceptionobject.



the programmerto aid in problemlocalization. Sinceall this in-
formationis obtainedusingstaticanalysis,norun-timeoverheadis
imposedon thesystem.In addition,usingthe fault-injectiontest-
ing approachin [7], thequality of therecovery codecanbetested
in advanceof installingtheweb-serviceapplication.

4. E­C CHAIN ANALYSIS
Handler-inspection analysis. We have argued that exception
rethrow is adesirabledesignfor recoverycodein modularsystems.
Neverthelessit addsdif�culty to problemdiagnosisandto theauto-
matic inferenceof theexceptionhandlingstructure.Becausemost
rethrows happeninsidea catch clause,wecandesigna local (i.e.,
intraprocedural)programanalysisthat parsesthe codeinside the
catch clauseautomatically, to determinewhetheror notthecaught
exceptionis rethrown,or anew relatedexceptionis rethrown within
the catch clause.The basicideais to determinehow the caught
exceptionobjectis used.

1  r1 := @caughtexception;
2   r2 = new java.sql.SQLException;
3   r3 = new java.lang.StringBuffer;
4   r3.<init>();
5   r4 = r3.append("Cannot connect...");
6  r5 = r1.getClass();
7  r6 = r5.getName();
8  r7 = r3.append(r6);
9  r8 = r7.toString();
10 r2.<init>(r8, "08S01");
11 throw r2;

Figure5: ExceptionRethrow BytecodeRepresentation

WhentheJava codeshown in Figure4 is translatedto bytecode,
eachstatementin the sourcecodewill be broken down into mul-
tiple simplebytecodes.A Java bytecodeanalysistool can trans-
lated thesebytecodesinto the sequenceof expressionstatements
shown in Figure5 to facilitate further analysisandoptimization.
We are using Soot [19] for this translation. In the translation,
@caughtexception representsthereferenceto thecaughtexcep-
tion in thecatch clauseand<init> signalsacall to aconstructor.

Eacharrow shown in Figure5 goesfrom astatementthatde�nes
avariableto astatementwherethatvariableisused,thatis adef-use
link. Intraproceduralreaching-de�nitions[1] is a classicdata�ow
analysisthat can producedef-uselinks for all the variablesin a
givenmethod.By following thesedef-uselinks we canseethatthe
statements6 and7 extracta string(r6 ) from thecaughtexception
(r1 ). Thenanotherstring (r8 ) is constructedfrom r6 andsome
othertext. Finally in statement10, r8 is usedasanargumentof the
constructorof anotherexception(r2 ) that is rethrown in statement
11.

This processof variableusagetracingcanbe automated.Fig-
ure 6 shows the algorithmthat tracesthe usageof caughtexcep-
tions intraprocedurally. The algorithm makes the following as-
sumptions:First, the �rst statementof a catch clauseis consid-
eredto be a pseudo-de�nitionstatementthat initializes the refer-
encevariablepointingto thecaughtexception.Second,a function
find all uses is implementedthattakestwo parameters:a vari-
ableanda statementthatde�nes thevariable,andreturnsa setof
statementsthatusethatvariable.5 A variableis consideredto bede-
�ned only whenit appearson the left-hand-sideof an assignment
5The �rst assumptionis satis�ed by the way Java bytecodeis de-
�ned [11] andtheway they aretranslatedinto Sootinternalrepre-

1 Initialize worklist to beempty;
2 add(ref to caught,pseudodef statement)to worklist;
3 mark(ref to caught,pseudodef statement)processed;
4 while worklist notempty
5 (ref, stmt)= worklist.remove �rst();
6 usestatements= �nd all uses(ref,stmt);

7 for eachstatementin usestatements

8 for eachdef ref in statement
9 if (def ref is local variable)
10 if ( (def ref, statement)is notprocessed)
11 addstatementinto worklist;
12 mark(def ref, statement)processed;
13 endfor
14 if statementincludescall to othermethod
15 andref is usedasparameteror receiver
16 report“Call OtherMethod”;
17 switchkind of statement:
18 caseassignstatement:
19 if (assigndestinationis �eld or arrayreference)
20 report“Storeinto Field/Array”
21 casereturn statement:
22 report“ExceptionObjectReturned”
23 casethrow statement:
24 report“Rethrow”
25 endswitch

26 endfor
27 endwhile

Figure6: Handler-inspectionAnalysisAlgorithm

operator. As a consequenceof choosingto do a local analysis,we
makeconservativeassumptionsatmethodcalls;thatis, atamethod
invocation,thereceiverandall theactualparametersareconsidered
to bede�nedby thecall statement.

In Figure6, the loop from line 4 to 27 tries to �nd statements
wherethe referenceto the caughtexceptionis used. Lines 8 to
13 sayif the referencevariableis usedin a statementthatde�nes
anothervariable, keep tracing usageof the latter variable. This
makessurethatwe keeptracingtheusageof informationextracted
or constructedfrom thecaughtexception,suchasr5 , r6 , r7 and
r8 in Figure5. Lines 10 to 12 ensurethat a statementonly will
be processedonce,so that the main loop terminates.Lines 14 to
25 containprocessingfor differentkindsof statementtypesrefer-
ring to thereferencevariable.For example,it reportsthatthis han-
dler rethrows theexception,if any of theprocessedstatementsis a
throw statement(Line 23). Note that to keepour analysislocal,
the algorithmdoesnot traceexceptionchainsinvolving the refer-
encevariablebeingpassedinto anothermethod(Line 14),or being
storedinto some�eld or array(Line 19), or beingreturnedto the
caller(Line 21). This algorithmdesignchoicemeansthattheanal-
ysismaymisssomeactualrethrows (i.e.,allow falsenegatives).

E-c chain construction. BothHandler-inspectionanalysisandthe
Exception-�owanalysisin [7] areimplementedin Soot,but they are
notdependentoneachother. Exception-�owanalysisproducesaset
of e-clinks(p; c). At thesametimetheHandler-inspectionanalysis
canparseall thecatch clausesto �nd all theinterconnectingpoints
(c;p) wherep is a throw statementin catch clausec thatrethrows
anexception.RecallthatSootincludesanintraproceduralreaching

sentation.Thesecondfunctionrelieson thedef-useanalysispro-
videdby Soot[19].



de�nition analysisthat provideslocal def-uselinks. We modi�ed
it to �t our needsby assumingeachreferenceparametermay be
modi�ed in amethodinvocation.

After obtaining both e-c links and interconnectingpoints, it
is easyto constructe-c chains (p;c;p;c;p; c:::) representingthe
propagationpathof a setof exceptionsresultingfrom singleerror
condition.An e-cchainsconstructoris implementedthatbuildse-c
chainsautomaticallyby matchingcatch clausesandthrow state-
mentsfrom e-clinks andinterconnectingpoints.

5. EMPIRICAL RESULTS
In thissectionwereportourempirical�ndings anddiscussacase

history from our experiments,whosegoal wasto demonstratethe
effectivenessof our methodology. The casehistory aboutTomcat
demonstratesthecomplexity andtheinter-componentnatureof the
e-cchainsdeterminedby ouranalysis.

5.1 Experimental setup& benchmarks
We implementedthe analysisin the Java analysisandtransfor-

mationframework Soot[19] version2.0.1,usinga 2.8 GHz P-IV
PC with Linux 2.6.12andthe SUN JVM 1.3.1 08. We used� ve
Java applicationsasourbenchmarks:

� Muf�n, a web�ltering proxyserver [13].
� SpecJVM,a standardbenchmarksuite [24] that measures

performanceof Java virtual machine,especiallyfor running
client sideJava programs.

� VMark, a Java server side performancebenchmark. It is
basedon VolanoChat[26] — a webbasedchatserver. The
benchmarkincludesthechatserver andsimulatedclient.

� Tomcat, a Java servlet server from the Apache Software
Foundation, version3.3.1[3]. Theservletsapplicationrun-
ning on top of Tomcatis anonlineauctionservicemodeled
after EBay – part of the DynaServer project [16] at Rice
University. This applicationcommunicateswith MySQL
databaseusingMySQL Connector/J[14].

� HttpClient, an HTTP utility packagefrom the Apache
Jakarta Project [2]. We collectedits unit teststo form a
wholeprogramto serve asa benchmark.

Table1 shows the sizesof the benchmarks.Spark,a points-to
analysisbasedcall graphconstructor, wasusedto computethecall
graphof eachbenchmarksoasto estimatethecodethat is reach-
ablefrom themain function. Column2 shows thenumberof user
(i.e., non-JDKlibrary) classes,with thosein parenthesescompris-
ing the JDK library classesreachablefrom eachapplication. The
datain column3 shows thenumberof reachableusermethodsand
thosein parenthesisare the JDK library methodsreachablefrom
eachapplication. Column 4 gives the numberof catch clauses
in reachableusermethods.The lastcolumnshows thesizeof the
.class�les (in bytes)of eachbenchmark,excluding theJava JDK
library code.

Table 1: Benchmarks

Name Classes Methods Handlers .classSize
Muf�n 278(1365) 2080(7677) 270 727,118
SpecJVM 484(2161) 2489(4592) 289 2,817,687
VMark 307(2266) 1565(5029) 502 2,902,947
Tomcat 470(1869) 2964(8197) 502 4,362,246
HttpClient 252(2210) 1334(4741) 536 1,049,784

Accordingto the sizeof the .class�les, Muf�n is signi�cantly
smallerthantheotherfour benchmarks.It containsa smallernum-
berof handlersthantheotherbenchmarks.Besides,VMark, Tom-

cat andHttpClient arecomposedof many components,identi�ed
by multiple jar �les in thedistribution.6

Thereasonweareincludingtherelatively smallandsimpleMuf-
�n asoneof thebenchmarksis thatdespiteof its size,accordingto
datapresentedin [7], thenumberof e-clinksinvolving I/O foundin
Muf�n is comparableto theotherlargerbenchmarks.Moreover, it
takesa ratherexpensive analysisto remove a signi�cant portionof
falsepositive e-clinks in Muf�n producedby thecheaperanalysis,
whichwe believe shows thatits structureis relatively complex.

We have Java source code for all the benchmarksexcept
SpecJVMandVMark. Onlypartof thesourcecodefor SpecJVMis
providedandthereis no sourcecodefor VMark. Althoughwe can
conductourexperimentsusingonly bytecode,theunavailability of
sourcecodehinderedtheprocessof interpretingour experimental
results.

Oneachbenchmark,theHandler-inspectionanalysis�nished in
under2 minutesand e-c chain constructiontook even lesstime.
This total analysiscostis negligible comparingto therunningtime
of theException-�owanalysisweareusing– about1 hourfor most
benchmarksusedin [7]. (Recall this analysisdoesnot executeat
runtime.)

5.2 Empirical Data
As mentionedbefore,theHandler-inspectionanalysisautomati-

cally examinesall thecatch clausesto �nd outhow thecaughtex-
ceptionsandinformationderivedfrom themareused.We cancat-
egorizeeachexceptionhandlerbasedon theinformationobtained,
partitioningtheminto the following categories: thecaughtexcep-
tion (or informationderivedfrom it) is (i) rethrown, (ii) storedinto
a �eld/array, (iii) returnedto caller, (iv) ignored,or (v) thecatch
clauseis completelyempty, or (vi) othercases.
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Figure7: Usageof Caught Exceptionsin catch Clauses

Figure7 shows thepercentagebreakdown of reachablehandlers
in eachof the benchmarksaccordingto the above categorization.
As we canseefrom the chart,in 4 out of 5 benchmarks,the per-
centageof handlersthat rethrow exceptionsrangesfrom 15% to
35%, somethingthat we can not ignore. But suchactivity is not
veryvisible in Muf�n: only about2%. Emptycatch clausesoccur
signi�cantly often in all of the benchmarks.Thereis alsoa sig-
ni�cant percentageof non-emptycatch clausesin which caught
exceptionobjectsareignored.It is very rarethatexceptionobjects
arestoredinto some�eld/array or returnedto thecaller.
6Werecognizecomponentsby assumingonecomponentperjar �le
provided by eachbenchmark.Usersof our analysiscanoverride
this by providing thecomponentmembershipof classesaccording
to a providedXML schema.Thereis no jar �le de�ned in Muf�n
or SpecJVM.
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Not surprisingly, all of thehandlersin category (vi) containin-
vocationsto othermethodswith informationfrom theoriginal ex-
ceptionusedaseitherthe receiver or a parameter. The reasonwe
did notnamethecategorymethodcalls is thathandlersin category
(i), (ii) and(iii) alsomaymake suchmethodcalls. Figure8 shows
thekindsof methodcalls thatappearin all of thesehandlers.The
heightof eachbarrepresentsthenumberof catch clausesin each
category, normalizedby the total numberof reachablehandlersin
the benchmark. We can seethat most of the time the Handler-
inspectionanalysiscanautomaticallyidentify thecall targetsasei-
ther a constructorof anotherexception,a printing function in the
Java library, or anapplication-speci�cloggingfunction,(i.e., in or-
derto discover thelastcase,informationfor eachbenchmarkmust
bemanuallyspeci�edbeforetheanalysis).Only a relatively small
numberof themaresomeotherexceptionhandlingmethodin the
application. Handlersthat directly call printing or logging func-
tionsdominatein 4 outof 5 benchmarks(i.e.,exceptfor SpecJVM).

From the data presentedabove we can see that Handler-
inspectionanalysiscan summarizethe behavior of the catch
clauses. This information, when combinedwith e-c chains dis-
coveredin thesystem,canhelpa programmerpaymoreattention
to thecatch clausesthatcanbereachedby many differentexcep-
tion sources.At thesametimeit showsundesirableproperties,(e.g.
swallowing acaughtexception),whichmaybemuchmoreharmful
thananemptycatch clausethatcannotbereachedby any checked
exception.

After Handler-inspectionanalysis,interconnectingpointscanbe
identi�ed amongthe catch clauses.We would like to know the
possibledestinationsof therethrown exceptionsin thesehandlers.
So we examineall the e-c links (p; c) that start from oneof the
interconnectingpoints (c;p). Figure 9 shows numbersof these
e-c links in which the sourceand target of the e-c link belongto
differentclasses,packagesor components.In all the benchmarks
(exceptMuf�n), asexpectedthemajority of thesee-c links propa-
gateacrosscomponentsor packageboundaries.This informationis
of greatvaluein discoveringandunderstandingtheinteractionbe-
tweencomponents,andrevealingthehigh-level recovery structure
of thesystem.In systemsof thiscomplexity, it is hardto determine
this just by manualinspection.

OneinterestingfactaboutHttpClientis thattherearemany more
e-c links acrosscomponentsthanacrosspackages.The reasonis
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thatwe areusingits unit teststo form a wholeprogram(necessary
for our analysis). Unit testsarepacked in a differentcomponent
from the main implementation,but both areincludedin the same
package;in all theotherbenchmarks,eachcomponentconsistsof
oneor morepackagesnotvice-versa.Thelargenumberof e-clinks
betweenthe implementationand the test componentsshows that
the methodsundertestoften passalongexceptionsbackandrely
on their callerto handlethem.

Table 2: Number of Chainsof Differ enceLength
Length 1 2 3 4 5 6 Total
Muf�n 6 6
SpecJVM 69 46 115
VMark 300 81 12 393
Tomcat 312 365 31 3 2 10 723
HttpClient 583 547 275 1405

Finally, thee-cchain constructorcanconnectthee-clinks gath-
eredwith their identi�ed interconnectingpointsto form e-cchains.
Table2 lists the distribution of e-c chainsof different lengthsin
eachof thebenchmarks.Note thatsincethesee-cchainsarecon-
structedfrom e-c links thatstartfrom someinterconnectingpoint,
eachoneshows an exceptionpropagationpathwith the �rst seg-
mentmissing.Thereasonwe areshowing thedatathis way is that
someof theinterconnectingcatch clausesareprotectivehandlers
that usually can only be reachedby unchecked exceptions(e.g.,
NullPointerException or ThreadDeath ). Thesehandlersare
usedto prevent the malfunctioningof somecomponentthat may
bring down the system,but the e-c links reachingthemareeither
veryhardto �nd or donotexist explicitly in thecode.Soweignore
the�rst segmentof eache-cchain in orderto gatherandreportuni-
form data.Of course,thee-cchain constructorprovidesthewhole
path for examination,when the �rst segmentinvolves a checked
exception.

As canbeseenfrom Table2, 4 outof 5 benchmarksshow a sig-
ni�cant portionof thee-cchainshave lengthgreaterthan1. Since
thesearee-cchainswith the�rst segmentmissing,we canseethat
in many cases,oneexceptioncangoasfaras2 “hops”beforereach-
ing its �nal handler. Therearesurprisinglylonge-cchainsfoundin
Tomcat,which shows the complex exceptionhandlingof thesys-
tem.Clearly, thisdatais sensitive to theway in whichwecounte-c
chainsthat shareintersectingpoints. Here,we countall possible



combinationsof incominge-c links with outgoinge-c links . For
example,supposea singleinterconnectingpoint hastwo incoming
e-c links andtwo outgoingones,forming anX shape;thenumber
of e-cchainswill be4.

From the datapresentedabove we can seethat in Muf�n, al-
thoughthenumberof I/O relatede-clinks is not verysmall[7], the
e-c links arefairly independentfrom eachother. But at the same
time,in all theotherbenchmarks,exceptionrethrow iscommonand
with the Handler-inspectionanalysis,we canautomaticallyiden-
tify semanticrelationsbetweenindividual e-c links causedby this
phenomenon.Thus,wecanrevealthewholeexceptionpropagation
path,insteadof just discretesegmentsof it. As often thesepaths
go acrossdifferentcomponents,a programmerdiagnosingtheroot
causeof a problemcanbetterunderstandthe interactionsbetween
componentscausedby theapplicationrecoverycode,with thehelp
of this information.Next, wewill show how to usethis information
to createa higherlevel view of exception-handlingarchitecturein
thee-cchain graph.

5.3 E­C Chains in Tomcat
Thedatapresentedabove,especiallythelonge-cchainsfoundin

Table2, drew our attentionto Tomcat. Sowe manuallyinspected
its e-c chainsandsourcecode,hopingto �nd answersto the fol-
lowing questions:How preciselydoesthe analysisidentify inter-
connectionpoints? Are thee-cchainsmostlyindependentor tan-
gledtogether? Whatcan thesee-cchainstell usabouttheoverall
exception-handlingbehaviorof thesystem?

Precision. We areprimarily interestedthe precisionof recogniz-
ing interconnectionpointsin all thecatch clauses.As mentioned
in Section2, theHandler-inspectionanalysiscanreportfalseposi-
tivesbecauseit isapproximate.Also, theanalysisdoesnotexamine
calledmethodsin a catch clause,even if theexceptionis passed
into them.Theremaybecaseswherethecalleetakessomeexcep-
tion andthrows it or constructsa new exceptionfrom it andthrows
thatexception.In suchcases,theexceptionthrown in thecalleeis
directly or indirectly relatedto the caughtexceptionin the caller.
Thecorrespondingcatch clauseshouldberecognizedasaninter-
connectingpoint, but theanalysisdoesnotdoso;thiscaseis afalse
negative.

To checkthe numberof falsepositive andfalsenegative cases,
we manuallyinspectedall the catch clausesin Tomcatto verify
the result of the automaticHandler-inspectionanalysis. Surpris-
ingly, we did not �nd any falsepositives; that is, all the intercon-
nectingpointsfound,actuallythrow someexceptionthat is either
directly or indirectly relatedto theoriginal caughtexception! Un-
fortunately, we did identify 3 casesof falsenegatives. Thereare
2 catch clausesin the ApacheCrimsonpackage,which call the
samefunction that constructsa new exceptionout of the caught
oneandthenthrows it. Thereis anothercatch clausein theTom-
catFacadepackagethatthrows theparameterdirectly. All of these
rethrowshappenin themethoddirectlycalledfrom thehandler, not
in othermethodsthatarereachablefrom thecallee.

Accordingto Java library API speci�cation [25], “A throwable
containsa snapshotof theexecutionstackof its threadat the time
it wascreated.” In oneof theabove methods,a new exceptionwas
createdthatwrapstheoriginalexceptionandthenis thrown. Since
it is not created“on the spot” (i.e., within the catch clause,as
mostexceptionsare),this exceptionobjectcontainsa stacksnap-
shot that takesa little “detour” from the original exceptionprop-
agationpath. If this snapshotis loggedby the �nal handlerand
subsequentlyusedfor problemlocalization,the “detour” may be-
comeasourceof confusion.In theothermethodmentionedabove,
sincetheoriginal exceptionwasrethrown, theoriginal stacksnap-

shotwaspreserved.But in bothcases,thehandlingcomplicatesthe
programunderstandingtaskbykeepingthethrow sitefurtheraway
from theproblempath,whichmaypresentdif�culties to systemdi-
agnosis,especiallywhenthecall stackis not completelyloggedin
the�nal handlerdueto error-handling-timesystemresourcescon-
cerns.

Wemayalsointroducefalsepositivesasweform e-cchainsfrom
the resultsof the Handler-inspectionanalysis.Whenwe connect
multiple e-c links into a e-c chain, the call path associatedwith
thechainmaybeinfeasible,althoughthecall pathsassociatedwith
eache-c link arefeasible.This mayoccur, for example,if two ex-
ceptionobjectsare handledin one interconnectingpoint and the
rethrow target is determinedby the object thrown. Thus, there
may appearto be two possiblehandlertargets,but only onecor-
respondsto eachincomingexceptionobject. We wereunableto
verify thatthisproblemdid notoccurin Tomcat,sinceto manually
�gure out call chainfeasibility in a largeobject-orientedsystemis
not straight-forward. However, the situationcanbe partially alle-
viatedby applyingtheDataReach analysisfrom [7] to remove e-c
chainsonly associatedwith infeasiblecall paths.

Theexistenceof somefalsenegativesin ouranalysisis notunex-
pected.To avoid falsenegativeswouldrequireamuchmoreprecise
interproceduralanalysisthatwould bevery costly, anditself might
introduceadditionalfalsepositivesdueto the interproceduralpart
of theanalysis.Thus,we choseto implementananalysisof prac-
tical cost,which identi�es, we believe, the bulk of the e-c chains
of interest.Giventhecomplexity of exceptionhandlingin Tomcat
and the resultsof our manualinspection,we feel this decisionis
justi�ed.

E-c chain Graph. Thee-cchainscanbedepictedin a graphand
shown in differing granularityto help in different tasks. In sys-
temdiagnosistasks,�rst theprogrammercanobtaintheimmediate
causeof thesymptomfrom thesystemlog. Displayinge-cchains
mayhelptheprogrammerdecidewhich of thecomponentsarein-
volved andwhat are the possibleroot causes.Then,detailedin-
formationsuchasthepositionof throw s andcatch s in thecode
andcall pathsbetweenthem,canbe shown to help with detailed
reasoning. In programunderstandingtasks,the component-level
exception-�ow structurecanhelpa systemintegratorbetterunder-
standthe interactionbetweencomponentsof an application.This
structurealsocanincreasecon�dencein theexpectedrobustnessof
theapplicationwhenproblemsoccur.

We manually inspectedall the e-c chains with length greater
than 2 and display them in the chart in Figure 10, which shows
theexception-�ow architectureof thesystem.This processcanbe
automatedusinggraphdrawing packagessuchasGraphviz[8].

By looking at the e-c chain graphin Figure10, we caneasily
make two observations. First, on the left-hand-sideof the graph,
MySQL Connector/Jrelieson Java network library to communi-
catewith theMySQL database,andpropagatesexceptions�rst to
DynaServer, thento theTomcatFacadecomponent.So if thenet-
work connectionto the databasegoesdown when the systemis
running,it maycauseproblemsin theservletapplication,but other
non-Facadepartsof Tomcatarevery likely not to be affected. In
thissense,theFacadecomponentservesasagood�re wall between
theservletapplicationandotherpartsof Tomcat.Second,accord-
ing to thestructureon theright-hand-sideof thegraph,thesystem
is a lot morevulnerableto I/O problemsduringstartup,becauseif
operationssuchasstartinga server socket or readingsomecon�g-
uration�le fail, thatmaycausetroublein many majorpartsof the
system,includingthecorecomponent.

The e-c chain graphcanalsobe presentedin a coarsergranu-
larity to revealdependencesbetweencomponents,andthusa ser-
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vice dependentgraph is formed: When an exception�o ws from
componentA to componentB, we canseethat an operationfail-
ure in A may causean operationfailure in B. In anotherwords,
someoperationin B is dependenton theservicein A to complete
its functionality. Figure11 is theservicedependentgraphof Tom-
cat.For example,thegraphtellsusthattheTomcatUtil component
providesa higherlevel of abstractionon top of theJava library for
othercomponentsof Tomcat,so they don't needto interactwith
Java library directly.

Soe-cchains, whendepictedin graphsin Figure10and11,can
show theexception-handlingarchitectureof Tomcatin a compact
form. By inspectingthe graph,a programmercanunderstandthe
exception-handlinginteractionbetweenmajor components,at the
sametime,estimatethevulnerabilityof certaincomponentsaswell
as that of the whole system. A persontrying to gain knowledge
aboutpossibleroot causesof a particularproblemcanbrowsethe
exceptionpropagationpathandparticipatingcomponentson these
graphs.All this knowledgecanbeobtainedby examinethegraphs
showedabove without consultingthesourcecodeof thesystem.

6. CONCLUSION AND FUTURE WORKS
We have de�ned a static Handler-inspectionanalysisthat ex-

aminesreachablecatch clausesto identify catch clausesthat
rethrow exceptions. Our Exception-chain analysiscombinesthis
information with e-c links found by an existing static analysis,
forming e-cchainsat compiletime without any runtimeoverhead.
A graphof thesee-c chainsdepictsthe architectureof systemre-
covery codeat several levels of granularity: component,package,
class. We believe that this graphand its relatedservicedepen-
dencegraphthat highlightsexception�o w betweencomponents,
are valuable for systemproblem diagnosisand programunder-
standingtasks.

Our futureplansincludebuilding aGUI to displaythee-cchains
to allow interactive browsing on many levels of granularity. We
plan to extendthe instrumentationalgorithmof the testingframe-
work in [7] to accommodatebothe-clinksande-cchainsfor better
errorrecovery codetesting.
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